C KaX/IbIM T'OZIOM MOJIOACKH B UHTEPHETE CTAHOBUTHCS OOJIbINE, a IMIKOJIBHUKH OJTHU U3 CAMBIX
aKTUBHBIX TOJb30BaTenel Pynera. Mexay TeM, IOMUMO OTPOMHOI0 KOJIMYECTBA
BO3MO>KHOCTEM, MHTEPHET HECET U NIPOOJIEMBI. DTa NaMATKa JODKHA TOMOYb TeOe 0€3011acHO
HaXOJIUThCS B CETH.
Komnbrorepabie BUPyChbl
KomnbroTepHblil BUpYC — 3TO pa3HOBUIHOCTh KOMITBIOTEPHBIX IPOTrPaMM, OTIMYUTEIBHOM
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTH K PAa3MHOKECHHIO.
B nononneHnue k 3ToMy, BUpYChl MOT'YT IIOBPEIUTh WJIU MTOJIHOCTBIO YHUUTOXKUTh BCe (haiibl U
JTAHHbIE, TIOJJKOHTPOJIbHBIE MOJI30BATENI0, OT UMEHH KOTOPOTO ObliIa 3ammyIieHa 3apaxEHHas
IporpaMma, a TaKkXke HOBPEANUTh WU J1aXKe YHUUTOXKUTh OIEPALUOHHYIO CUCTEMY CO BCEMU
daitnamu B 11esioM. B 60BIIMHCTBE ClTydaeB pacpOCTPAHAIOTCS BUPYCHI Uepe3 HHTEPHET.
MeTobl 3a1UTHl OT BPEAOHOCHBIX POrpaMM:
1. Hcnonbs3yi COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHD
3alIUThl OT BPEIOHOCHBIX IPOIPaMM;
2. TlocrostHHO ycTaHaBnMBai mauTH (UQPPOBBIE 3AIUIATKH, KOTOPHIE aBTOMATUYECKH
YCTaHaBJIMBAIOTCS C LEJbIO JOPAaOTKU MPOrpaMMBbl) U Jpyrue OOHOBJIEHUS CBOEH
OTIepaIMOHHON crcTeMbl. CKauMBai UX TOJIBKO ¢ OQHUIIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pesKUM aBTOMAaTHYECKOT0 OOHOBIJIEHUS, BKJIIOUYH €I0;
3. PaOoraii Ha cBOeM KOMIIbIOTEpE 1O/ IPaBaMu M0JIb30BaTEINS, @ HE aIMUHUCTPATOPA.
OT0 He MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrPaMM MHCTANIUPOBAThCS HAa TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;
4. HWcnonb3yit aHTUBUPYCHBIE IPOrPaMMHbIE POIYKThI H3BECTHBIX POU3BOAUTEINEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;
5. OrpaHunyb GpU3MYECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMIL;
6. Vcnonp3yii BHEITHIE HOCUTENN MHPOPMALINH, TAKUE KaK (IIemIKa, JUCK Win (hailr u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUYHUKOB;
7. He oTkpbIBaii KOMIBIOTEPHBIE (Pailiibl, TOJyYEHHBIE U3 HEHAAEKHBIX UCTOYHUKOB.
Jaxe Te ¢ailnpl, KOTOpble MpUCIaT TBOM 3HAKOMBIN. JIyuIle yToOuHU Y HETo, OTIIPABIISII
JIM OH TeOe ux.
Cerun WI-FI
Wi-Fi - 310 He BHJ Iiepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb Open 1, mapka. Emie B 1991
rojly HUJIepiaHJcKas KoMrnanus 3aperucrpupopaia 6pens «K WECA», yto o603Hayano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OeCIPOBOIHASI TOUHOCThY.
Jlo Hamero BpeMeHH JAoILIa Ipyras abopeBuaTypa, KOTopas sSBJISETCS TAKOU )K€ TEXHOJIOTHEH.
Ot10 abbpeBuarypa «Wi-Fi». Takoe HazBaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIHI
3BykoBoi TexHuku Hi-Fi, 4To B nmepeBosie 03Ha4aeT «BBICOKAs TOYHOCTHY.
[a, GecriaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U a3poInopTax SBJISETCS OTINYHON
BO3MOKHOCTBIO BBIXO/Ia B MUHTEpHET. HO MHOTHE 3KCIepThl CUMTAIOT, YTO 00IIe0CTyITHbIE Wi-
Fi cetn He aBnsoTCS 6€30NaCHBIMU.
CoBeTbl 110 0€30MaCHOCTH paboTe B 00IIeAOCTYHBIX ceTsix Wi-fi:
1. He nepenagaii cBoro nruHyro nHpopmaIuio yepes oduienoctynusie Wi-Fi cetu.
Paboras B HuX, )KenaTe’abHO HE BBOAUTH MAPOJH JOCTYIA, JOTMHBI U KaKhe-TO HOMEpa;
2. Hcnonb3yit u 0OGHOBIISAN aHTUBUPYCHBIE IPOrpaMMBbI U OpaHaMayep. TeM caMbIM Thl
o0e3omacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;
3. Ilpu ucnonb3oBanuu Wi-Fi otkimoun ¢pynkiuio «O0mumii 1octyn K aitiiam u
npuHTepam». JlaHHas QyHKIMS 3aKpbITa IO YMOJTYaHUIO, OJJHAKO HEKOTOPHIE
M0JIb30BATEIH AKTUBUPYIOT €€ ISl yA00CTBa UCIIOIb30BaHUs B paboTe min yuebe;
4. He ucnone3yit nyoanunsiii WI-FI 11 nepeniaun TMUHBIX JaHHBIX, HAIPUMED IS
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MTOUTY;
5. Hcnonb3yii Tonbko 3amuiienHoe coeanHenue uepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-apeca BBOIU UMEHHO «https://»;



6. B moOunpHOM Tenedone oTkimoun ¢pynkiuio «[lonkmrouenue k Wi-Fi
aBTOMaTH4YecKn». He nomyckail aBTOMaTH4eCKOTO MOAKIIOYEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.
CoumnajnHble ceTH
ConuanbHble CETH aKTUBHO BXOJSAT B Hally KH3Hb, MHOTHE JIFOJU padOTaIOT U )KUBYT TaM
IIOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUILIIMAp YEJIOBEK, YTO SIBJIAETCS OAHOM
CebMOM BCEX JKUTEJICH IIJIaHETHI.
MHorue noap30BaTeNy He MOHUMAIOT, YTO HH(POPMAILUs, pa3MEIeHHAs UM B COLIMATIbHBIX
CeTAX, MOXKET OBbITh Haii/IeHa U MCIIOJIb30BaHa KEM YTOJHO, B TOM YHCIIE HE 0053aTEIBHO C
0JarMMU HAMEPEHUSMH.
OcCHOBHBIE COBETHI IO OE30MACHOCTH B COLIUAIBHBIX CETAX:
1. OrpaHudb CIMCOK Jpy3ei. Y TeOs B IPy3bsiX HE JOHKHO OBITh CIIYIaHBIX U
HE3HAKOMBIX JIFOJICH;
2. 3amumiai CBOI 4acTHYIO ku3Hb. He ykaspiBaii maposn, TenedoHsl, aapeca, 1aTy
TBOETO POXKIEHHS U APYTYIO JIMYHYIO HHPOPMALUIO. 37I0YMBIIUICHHUKHA MOTYT
UCIOJIb30BaTh J1aXke HH(POPMALIHIO O TOM, KaK Thl U1 TBOM POJUTEIH IIAHUPYETE
IIPOBECTU KaHUKYIIbI;
3. 3ammiuail cBor penmyTaiuio - Aep>KU ee B YMCTOTe M 3a/1aBail cebe BOmpoc: X0Tell Obl
TBI, 9TOOBI APYTHE MOJIL30BATEIN BHUJICNH, UYTO ThI 3arpyxaems? [logymaii, mpexe uem
YTO-TO OMYOJMKOBATh, HAIUCATh U 3aTPY3UTh;
4. Ecnu Tbl rOBOpULIB C JTIOAbMH, KOTOPBIX HE 3HAEIlb, HE UCIIOJIb3YH CBOE peabHOE
UM U JPYTYIO JUYHYI0 HHPOPMALIHIO: UMSI, MECTO JKUTEJIbCTBA, MECTO y4eObl U poyee;
5. W30beraii pazmenienns pororpaduii B IHTEpHETE, T/IE TH N300pakeH HA MECTHOCTH,
10 KOTOPOH MOXHO ONPEACIUTh TBOE MECTOIIOJIOKECHHUE;
6. Ilpu perucrpanuu B COUAIbHON CETH HEOOXOMMO HUCII0JIb30BATh CIOXKHbBIE TTAPOJIH,
cocrosuye u3 OykB U M(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;
7. Jns conmanbHO# ceTu, OYTHI U IPYrUX CAaUTOB HEOOXOAMMO HUCIIONIb30BATh Pa3HbIE
naposu. Toraa ecnu Te0s B3710MAIOT, TO 3JI0YMBIIIJIEHHUKH TOJIYYaT JAOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.
JIeKTPOHHDbIE JeHbI'H
DJNEKTPOHHBIE IEHbI'M — 3TO OUEHb yJO0OHBIN Ccr10CO0 MlaTeXel, 0IHaKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.
DNEKTPOHHBIE JEHBI'H MOSIBUINCH COBCEM HEJJABHO M UIMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyapcTBax O CUX IOP HE MIPOMUCAHO PO HUX B 3aKOHAX.
B Poccun sxe oHM (PyHKIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, IJIE UX Pa3/esaIoT Ha
HECKOJIBKO BHJIOB — AaHOHMMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3peliaeTcs NpoBOAUTH oNepaluu 0e3 UAeHTU(UKALIUY T0JIb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTU(UKALIMYU TT0JIb30BaTENs SBISETCS 00s3aTeabHOM.
Taxxe cinenyeT pa3nuyarh 31€KTPOHHbIE (PUaTHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE JCHBIM (HE paBHBI TOCY/1aPCTBEHHBIM BAIIOTaM).
OcHoOBHBIE COBETHI 110 6€30MaCHOI paboTe C IIEKTPOHHBIMU J€HbIaMU:
1. IlpuBsiku K cueTy MOOMIIBHBIN TeneoH. DTO caMblif y10OHBINH U OBICTpPBIH cr1oco0
BOCCTaHOBUTH JOCTYI K cuery. [IpuBs3aHHbIil TeneoH MOMOXKET, eciiu 3a0y/ellb CBOI
IUIATEXKHBINA MTApOJIb WM 3alEIIb HA CAUT ¢ HE3HAKOMOTO YCTPOICTBa;
2. Hcnonb3yit onHopaszoBeie naposd. [locie nepexoa Ha YCUIEHHYIO aBTOPU3ALUIO
Tebe yxe He Oy/IeT yrpokaTh OMACHOCTh KPa)kyl MIIM TepexBaTa IJIaTeXHOTo MapoJs;
3. BniOGepu cnoxubiit maposns. [IpectynHukam OyAeT He IPOCTO yraaaTh CIOKHBIN
naposb. Hagexxsble maposau — 3T0 napoiiu, KOTOpbIE COAEpkKAaT HE MEHEE & 3HAKOB U
BKJIIOYAIOT B c€0sI CTPOYHBIE U MPOMHUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB,
TaKMe KakK 3HaK J1ojuiapa, QyHTa, BOCKIMIATEIbHbIH 3HaK u T.11. Hanpumep, $tROng!;;
4. He BBOJM CBOM JMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSELIb.
DJIEKTPOHHAsI 1OYTA



DNEKTPOHHAs IOUYTa — 3TO TEXHOJIOTHUS U MPEAOCTABIISIEMBIE €10 YCIYTH 110 IEPECHUIKE U
HOJIYYEHHUIO JIEKTPOHHBIX COOOLIECHUH, KOTOPBIE PACHPEIEIAIOTCS B KOMIBIOTEPHON CETH.
OOBIYHO IEKTPOHHBIN OYTOBBIN SIIKK BBINIIUT CIEAYIOLUM 00pa3oM:
UM I10JIb30BaTEISI(@UMSL_JOMEHA.
Taxoke KpoMe repesadyn IpocTOro TeKCTa, UMEETCs BO3MOXKHOCTD IepeaaBarh (aiiibl.
OCHOBHBIE COBETHI 110 0€30TaCHOM padOTe ¢ AINEKTPOHHOU MOYTOM:
1. Hamo BbIOpaTh npaBUIIbHBIN TOYTOBBIN cepBHUC. B MHTEpHETE €CTh OrPOMHBIN BEIOOP
OecIUIaTHBIX TOYTOBBIX CEPBUCOB, OJITHAKO JYYIlE 1OBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;
2. He yka3piBaii B TU4HOM MMouTe ITUUHYIO HH(MopMaruio. Harmpumep, nydie BEIOpaTh
«My3BIKaTbHBIN _(panaT@» wim «pok2013» BMecTo «remal3y;
3. HMcnonp3yii AByX3TalHYI0 aBTOPU3ALMIO. DTO KOT1a IOMUMO MapoJIs HYy)KHO BBOJUTh
KO/, IpUChLIaeMbIit 1o SMS;
4. Bp1Oepu ci0xHbIH aposib. [l KaKa0ro Mo4YTOBOIO SIIMKA JOJKEH ObITh CBOM
HaJICKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;
5. Ecnu ecTh BO3MOYKHOCTb HAallMCaTh CAMOMY CBOM JINYHBIN BOIIPOC, UCIIOJIB3YH 3TY
BO3MO>KHOCTb;
6. Hcronb3yli HECKOJIBKO ITOYTOBBIX SIIMKOB. I1epBblIil AJ1 4aCTHOM MEPENUCKU C
azipecaTaMu, KOTOPBIM ThI JIOBEPSICILb. JTO ANEKTPOHHBIN aJpec HE HaJl0 UCII0JIb30BATh
IpU perucTpanuu Ha opymax U cairax;
7. He oTkpeIBaii (aiiisl u qpyrue BIOKEHHS B MUChMAaX JIaXKe €CJIM OHU IPHUILIH OT
TBOMX Jipy3el. Jlyuiie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailibl;
8. Ilocne oxoHuaHus pabOTHI HA TIOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKIIAIKH C
caiiTom He 3a0y/1b HaXXaTh Ha «BBIATHY.
KuoepOy/uIMHT /1M BUPTYaJIbHOE H31€BaTeIbCTBO
KubepOyninuHr — npecienoBaHue COOOIIEHUIMH, COIEPKAILUMU OCKOPOJICHH S, arPECCHUIO,
3alyrMBaHKe; XyJUTaHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C TIOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.
OcHoBHbIE COBETHI 110 O0pBOE ¢ KNOEPOYUTMHIOM:
1. He Opocaiics B 60ii. JIyummuii cmoco6: mocoBeToBaThCcsl Kak ce0sl BECTH U, €CIIM HET
TOT0, K KOMY MOYKHO OOpaTUThCS, TO BHa4aje YCIOKOUTbCs. Eciu Thl HauHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle 0O0JIbIle pa30XiKellb KOH(IUKT;
2. YrpaBisii cBoei KubeppenyTaimeii;
3. AHOHUMHOCTbH B ceTH MHUMasl. CyIecTBYIOT CLIOCOOBI BBISCHUTH, KTO CTOMT 32
AHOHMMHBIM aKKayHTOM;
4. He crout BecTH XynuraHckuii o0pa3 BUPTyaJibHOM kU3HU. IHTEpHET PHuKCHpyeT Bce
TBOU JICHCTBUS U COXPAHSACT UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIHHO;
5. CoOxironail cBOM BUPTYaIbHYIO UECTh CMOJIONY;
6. WrHopupyit equHu4HBIN HeraTUB. OTHOPA30BbIE OCKOPOUTEIbHBIE COOOIICHUS
JTy4ie urHopupoBatb. OOBIYHO arpeccusi MpeKpaliaeTcss Ha HayaiabHOM cTaanuu;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMH, B COITMAIbHBIX
CeTSAX eCTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOILICHU C ONPECTICHHbIX a/IpECOB;
8. Ecau Tl cBUneTens kuOepOymuHra. TBou NeiCTBUS: BBICTYIIUTH IPOTUB
IIPECIIEN0BATENS], T0KA3aTh EMY, YTO €T0 JIEHCTBUS OLICHUBAIOTCS HETaTUBHO,
NOJJIEPKATh JKEPTBY, KOTOPOU HY>KHA TICUXOJIOTMYECKask TOMOIIb, COOOIIUTH B3POCIbIM
0 (hakTe arpecCUBHOIO NOBEJICHUS B CETH.
MooOuabHblii Teedon
CoBpeMeHHbIe cMapT(HOHBI U IIJTAHIIETHI COJIEpKaT B cebe BIOTHE B3POCIbIN (DYHKIIMOHAT, U
Ternepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepamMu. OJHaKO, CPE/ICTB
3aIUTHI TSI TOI00HBIX YCTPOUCTB MOKA OYEHb MaJIo.
TecTtupoBaHue ¥ MOUCK YA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK HHTEHCUBHO, Kak /i [1IK, To
e caMoe KacaeTcss 1 MOOMIIbHBIX PUIIOKEHUH.



CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmmpenne pyHKIIMOHaIa BICYET 3a COO0H OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aIUIIICHHOCTD.
Jlanexo He Bce MPOU3BOAUTEINN BBITYCKAIOT OOHOBIICHHSI, 3aKPBIBAIOIINE KPUTHUECKHUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.
OcHoBHBIE COBETHI ISl 0€301acHOCTH MOOUITBHOTO TenedoHa:
1. Hwuuero He siBisieTcs mo-HacroseMy OecraaTHbIM. byib 0cTOpokeH, Beb KOTaa
Tebe nmpeaaraioT 0eCIuIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TIaTHBIC
yclyru;
2. ymaii, mpexzie ueM otnpaButh SMS, ¢oto nimm Buaeo. Thl TOYHO 3HACIIb, I/1€ OHU
OyIyT B KOHEYHOM HTOre?
3. Heo0xomnmo 0OHOBIISTH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vcnonb3yii aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMJIBHBIX TEIE(POHOB;
5. He 3arpyxaii npuj10’)keHUsI OT HEU3BECTHOI'O UICTOYHMKA, BE/Ib OHU MOT'YT COAEpKAaTh
BPEIOHOCHOE MPOrpaMMHOe 00eCrieYeHUE;
6. Ilocne TOro Kak ThI BBIM/EII C CaiiTa, T/I€ BBOIWI JIMYHYIO HHPOPMAIIUIO, 3211 B
HACTpOIiku Opaysepa u ynanu cookies;
7. llepuonuuecku npoBepsiid, KakKe MIaTHBIE YCIYT'H aKTUBUPOBaHbI HA TBOEM HOMEPE;
8. /[laBaii cBoif HOMep MOOMIIBLHOTO Tene(oHa TOIBKO JFOIIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpsELIb;
9. Bluetooth nmomxen ObITH BBHIKIIIOYEH, KOT/Ia Thl UM HE MOjb3yenibesi. He 3a0biBait
MHOT/ia IPOBEPATH ITO.

Online urpol
CoBpeMeHHbIE OHJIAH-UIPBI — 3TO KPaCOYHbIE, 3aXBAThIBAIOIIUE pa3BIeUCHUsI, 00bEeIUHIIOIINE
COTHH ThICAY YEJIOBEK M0 BceMy Mupy. rpoku uccineayror JaHHbIH UM MUp, OOIIAIOTCS IPYT ©
JPYrOM, BBITIOJIHAIOT 33/1aHUS, CPAXKAKOTCSI C MOHCTPAMH U MOJYYaroT OMBIT. 32 YJJOBOJILCTBUE
OHM IUIATST: MOKYNAIOT IUCK, OINIAYMBAIOT ADOHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OIILIUH.
Bce ot cpenctBa uyT Ha MoAAepKaHUE M pa3BUTHE UTPHI, a TAKXKe HA caMy 0€30MacHOCTb:
COBEPUIEHCTBYIOTCS CUCTEMBI aBTOPU3ALINH, BBIITYCKAIOTCS HOBbIE AaT4X (LI POBbIE 3aIUIaTKU
JUIS IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nogo6HBIX Urpax CTOUT OIacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPasky TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alUU OOJIBIIMHCTBA UTD.
OCHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!
1. Ecam apyroit urpok Benet ceds II0Xo UM co3AaeT Tede HEMPUATHOCTH, 3a0I0KUpYit
€ro B CIHCKE UTPOKOB;
2. Tloxanyiics aiMUHUCTpATOpaM UIPbI HA IJIOXOE MTOBEJIEHHE ITOTO UTPOKa,
JKeJaTelbHO MPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPHUHOB;
He yka3piBaii 1nuHyto nHGoOpMaluio B npodaiise urpsl;
VYBakail Ipyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBaii HeouIaabHble MaTYM U MOJBI;
Hcnons3yil ClioKHBIE U pa3HbIE TAPOJIN;
. Jlaxxe BO BpeMs UT'PbI HE CTOUT OTKJII0OYaTh aHTUBUpYC. [1oKa ThI UTpaenib, TBOM
KOMIIBIOTEP MOTYT 3apa3uUTh.
@OUIIMHT WIM KPaKa JIMYHBIX JaHHBIX
OOBIYHOM Kpakel IeHeT U IOKYMEHTOB CErOHs y’Ke HUKOro He yauBU{Ilb, HO ¢ pa3BUTHEM
HMHTEPHET-TEXHOJIOTHH 37I0yMBIIUICHHUKN IEPEMECTUIINCH B HHTEPHET, U MPOIOJIKAIOT
3aHUMATBCS «JTIOOMMBIMY JIEJIOM.
Tak mosiBUIIack HOBas yrpo3a: HHTEPHET-MOIIEHHUYECTBA WK (DUIIKHT, TJIaBHAS 1IEJIb KOTOPOTO
COCTOMT B MOJIYYEHUH KOH(UIEHIINATbHBIX JAHHBIX M0JIb30BaTEIe — JIOTMHOB U mapoJeil. Ha
aHrMickoM s3bike phishing unraercs kak gumuHr (ot fishing — peiOHas noBd, password —
MapoJib).
OcHOBHBIE COBETHI IO 60pHOE ¢ PUITMHTOM:

No AW



1. Cnenu 3a cBOMM aKkayHTOM. Eciiu ThI oj103peBaeliib, 4ToO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOX0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOXHO CKOPEE;
2. Hcnonb3yii 6e3omacHble BeO-CaiiThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U MOMCKOBBIX
CHUCTEM;
3. Hcnonb3yii cnoxHbIe U pa3Hble mapoiu. Takum o6pazoM, eciu Te0s B3JIOMAIOT, TO
37I0YMBIIIJICHHUKH MOJTy4aT AOCTYI TOJBKO K OJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO
BCEM;
4. Ecmu Te0s B310MaNIN, TO HEOOXOAMMO MPEIYNPEANTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J0OABJICHBI y TEOS B IPY3bsiX, O TOM, YTO T€OsI B3JIOMaIH U, BO3MOXKHO, OT
TBOETO UMEHH OY/ET PacChUIATHCS CIIaM M CCHUIKU Ha (DUIIIMHTOBBIEC CAMTHI;
5. YcraHoBu HaziexHbIN maponb (PIN) Ha MoOUIBbHBIN TenedoH;
6. OTKJIIOUM COXpaHEHHUE MmapoJst B Opaysepe;
7. He oTkpbiBail daitnibl ¥ Ipyrue BIOKEHUS B MUCbMaX JaXkKe €CJIM OHU MPUIILIU OT
TBOMX Jipy3el. Jlydie yrouHu y HUX, OTIIPABIISUIH JIM OHU TeOe 3TH (aiiibl;
Indppoas penyramusi
[udposas pemyTanus - 5T0 HETaTHBHAS WA O3UTUBHAS HH(OPMAIIHS B CETH O TeOe.
Kommnpomerupyromias uHpopmals pasMelieHHas B HHTEPHETE MOXKET Cephe3HbIM 00pazoM
OTPa3UTHCS HA TBOECU pEAIbHOM KU3HH.
«udposas pemnyrauus» - 370 TBOH UMUK, KOTOPbIH hopMupyetcs u3 nHbopMmaiuu o Tede B
UHTEPHETE.
TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapaKTepa U
paccka3sbl 0 OJIM3KUX — BCE 3TO HAKAIJIMBAETCS B CETH.
MHorue noapoCTKH JIETKOMBICTIEHHO OTHOCSITCS K MyOJIMKAIMK JTUYHON nHpOpMaluu B
WuTepHeTe, HE MOHUMAsi BO3MOXHBIX MOCieIcTBUM. Thl 1axke He CMOKELIb 10raJaThCsl O TOM,
yto dotorpadus, pa3mellieHHas 5 JeT Ha3all, cTajla MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.
KommenTapuu, pazmenienie TBoux Gororpaduii u Apyrue qeicTBUS MOTYT HE HCUE3HYTD JaKe
MOCIIe TOTO, KaK Thl UX yJalulIb. Thl HE 3HACIIh, KTO COXPAHUI 3TY HHPOPMAIIHIO, MOoMaia JH
OHA B ITOMCKOBBIE CUCTEMBI U COXPAaHWJIACh JIU OHA, a IJIaBHOE: 4YTO MOJyMaloT 0 Tede
OKpY’Karolllee JII0/I1, KOTOpble HAWIYT U YBUIAT 3T0. Hailtu nHpOpMalnio MHOTO JIeT crycTs
CMOKeET JIF000i — Kak U3 T0OpBIX MOOYXACHHM, TaK U C HAMEPEHUEM NIPUUYUHUTH Bpel. ITO
MOET OBITh KTO YT'OJTHO.
OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTanuu:
1. Tlomymaii, mpexJie ueM uTo-TO MyOJIMKOBaTh U NiepeiaBaTh y ceOs B O0re Win B
COIIMATLHOM CETH,
2. B Hactpolikax npouist ycTaHOBH OTpaHUYEHUs Ha IPOCMOTP TBOETO MPOQUIIS U €ro
COJIEP’KUMOT0, CJIeNail €ro TOJIBKO «JUIsl IpYy3ei»;
3. He pa3memmaii u He yka3bIBail HH(OpMaIHIO, KOTOPAst MOKET KOro-JInO0 OCKOpOIAThH
WJTU OOMXKATh.
ABTOpCKOE TPaBo
CoBpeMeHHbIE MKOJIbHUKHN— aKTUBHBIE MOJIb30BaTeNN HHU(POBOro mpocrpancTsa. OnHako
JIaJIeKo He BCE 3HAIOT, YTO MOJIb30BaHNE MHOI'MMHU BO3MOXXHOCTSAMHU IIU(PPOBOro Mupa Tpedyer
coOI0IeHHsI TPaB HAa MHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.
TepMHUH «MHTENIEKTYyalbHasi COOCTBEHHOCTh)» OTHOCUTCS K Pa3IMUHBIM TBOPEHUSM
YeJI0BEYECKOr0 yMa, HaUYMHasi C HOBBIX M300pETeHHI U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTH , ¥ 3aKaHYMBAasi KHUTaMu, poTorpadusiMu, KHHOUIBMAMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.
ABTOpCKHE MpaBa — 3TO MPaBa Ha UHTEIJIEKTYalbHYI0 COOCTBEHHOCTb Ha MPOU3BEICHHS HAyKH,
JUTEpaTyphl U UCKYCCTBA.
ABTOpCKHE MpaBa BEICTYNAIOT B KAYECTBE FApaHTUU TOTO, YTO HHTEIUICKTYATbHBINA/TBOPUECKUN
TPYZ aBTOpa He OYJEeT HalpacHbIM, 1aCT €My CIIpaBeIIUBbIE BOBMOKHOCTH 3apadoTaTh Ha
pe3ysbpTaTax CBOETO TPy/a, HOJYyYUTh U3BECTHOCTD U MPU3HAHNUE.



HuxkTo 6e3 paspernienust aBTopa He MOXKET BOCIIPOU3BOIUTE €0 MPOU3BEICHIE, PACTIPOCTPAHSITH,
MyOIMYHO IEMOHCTPUPOBATH, IPOIaBaTh, UMIOPTUPOBATH, IYCKAaTh B IMIPOKAT, MyOIMYHO
UCTIOJTHSATH, TOKA3bIBATH/UCIIONHATH B dGUpE WiK pa3Meniath B UHTepHETE.

Hcnonp30BaHue «IMPaTCKOr0» MpOrpaMMHOT0 00€CTIeYeHHsI MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM 710 OJIOKMPOBKH TBOETO YCTPOMCTBA, TIe
YCTaHOBJICHHBIN HE JierajipHas nmporpamma. He ctout takske 3a0bIBaTh, 4TO CYIIECTBYET

JerajgbHbIC U OECIUIATHBIE MPOTPAMMBbI, KOTOPBIE MOKHO HAWTH B CETH.
IHamsiTka 1719 00y4aromuxcs: N0 HHPOPMALUOHHOI 0e30MacHOCTH
HEJIb341
1. BCeM MOJpsA COOOUIATh CBOIO YaCcTHYIO MH(OPMAIIHIO (HacTOsIINe MMs, (haMUIIUIO, Telne(oH,
azipec, HOMep LIKOIBbI, a Takxke (poTorpapuu CBOH, CBOEH ceMbU U Apy3ei)
2. OTKPBIBATb BIOKEHHBIE (haifyIbl SIEKTPOHHON MOYTHI, KOT/IA HE 3HACIIH OTIIPABUTEIIS
3. TpyOUTh, IPUAUPATHLCS, OKA3bIBATh NABIECHUE — BECTH C€0s HEBEXKIIMBO U arpeCCUBHO
4. He pacropsbkaiics AeHbraMu TBOel ceMbU 0€3 pa3pelleHUs CTapIuX — BCEr/ia CIpallnBail
poautenei.
5. He BCTpeuaiics ¢ ¢ IHTepHeT-3HAKOMBIME B PEAIbHOM KIU3HH - TOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JIOBEpSEIlb
OCTOPOXHO
1. He Bce muIIyT npapay. YuTaems o cede Henpaay B IHTepHETE — 000N 00 3TOM CBOUM
POIUTEIISIM UM OTIEKyHaM.
2. NPUITALIAIOT MEePENUCHIBATLCS, UTPAaTh, 0OOMEHUBATHCS — IPOBEPD, HET JIU ITOJIBOXA
3. He3aKOHHOE KommpoBaHHE (aiiioB B VIHTEpHETE - BOPOBCTBO
4. BCerja paccka3blBail B3pOCIbIM O IIPoOIeMax B CETH — OHU BCET/A IIOMOT'YT.
5. HCIOJIb3YH HACTPONHKU OE30MaCHOCTH U IPUBATHOCTH, YTOOBI HE TIOTEPSITh CBOU aKKAYHTHI B
COIICETSX U IPYTUX IOpTalaxX.
MOXHO
1. VYBaxail Ipyrux nojiab30BaTeneu
2. llonp3yembcs MHTEpHET-UCTOYHUKOM — JI€JIall CCBUIKY Ha HETO
3. OTKpBIBail TONBKO T€ CCHIITKU, B KOTOPHIX YBEPEH
4. OOparaiics 3a MOMOIIBIO B3POCIBIM — POAUTENH, OTIEKYHBI M a]MMHUCTpALIUS CaliTOB Beeraa
TIOMOTYT.



